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At the time of writing, the Russian Federation was under pressure from
an unprecedented number of international economic sanctions. First and
foremost, they have affected high-tech industries and supply chains. In these
conditions, the question of further evolution of artificial intelligence (Al)
technologies in our country becomes topical. Artificial Intelligence, as
represented by the authors of the report, is a breakthrough technology for the
economy that can play a crucial role in the development of the Russian
industry. In the short term, Al can become a key tool for solving the problems of
reengineering and import substitution, and ensure the outstripping development
of certain areas of domestic industry.

Over the last 50 years a new technological structure of modern society
has been formed. A significant increase in scientific work in computer science
(and in particular artificial intelligence) has created the necessary prerequisites
for the emergence of a number of closing technologies that can change the
global balance of power and complete the transition from the industrial to the
digital age.
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The new digital environment has significantly increased computational
power and the volume of stored knowledge, and has become the foundation for
the market expansion of Al technologies in various sectors of the economy,
from industrial engineering tasks to the widest commercial applications. Al has
become the backbone of industrial and technological policy in the developed
world.

Al has become the backbone of industrial and technological policy in
developed countries, opening up new opportunities for the implementation of a
full-scale smart factory concept and even Al-centric manufacturing. At the
same time, some states rely on it as a critical technology for their
development, which limits its dissemination abroad. For example, in the U.S.,
Bill 1260" was issued in 2021, which defined restrictions on the transfer of
knowledge and technology related to Al for a number of countries (including
Russia). Now these challenges are worsening, making the domestic economy
more sensitive to global development trends. The Russian Al industry is facing
the threat of isolation of our researchers from global science, developers are
beginning to feel the shortage of hardware, and attempts are being made to
completely block the industry's activities (including blocking GitHub
accounts)?.
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As a result, there is a demand to move from a state of shock to a state of new
openness, which means creating new international scientific partnerships and striving to
achieve the necessary level of technological autonomy. It is worth paying attention to the
risk of a new "winter of Al" in the use of individual tools and reduced access to hardware
(similar to the situation in the 1980s). This circumstance may be particularly significant
for the Russian Federation, which has been isolated from many technological chains for
an indefinite period of time. Moreover, the "winter of Al" may turn out to be the main
limiting factor for the recovery and growth of the domestic economy. After all, it is Al that
can become the basis of modern reengineering technologies - the cornerstone of the
new architecture of import-substituting programs.

Despite the fact that Al technologies are developing in different regions of the
country, we believe that St. Petersburg can become one of the main platforms for the
introduction of artificial intelligence in industry and create a stack of specialized
technologies for the development of industrial Al, focused on supporting industry
specialists who have to make decisions in conditions of uncertainty and incomplete data.
The city already has a well-developed ecosystem for the development of promising
solutions and systems, as well as the cooperation of a productive professional expert
community with consumers - various industries. The ecosystem includes leading
universities and research organizations of the city, the Association "Al in Industry,"
companies and development institutions actively investing in artificial intelligence. The
report considers the mechanisms of industrial Al development through the efforts of the
professional community and the Government of St. Petersburg.
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NEW RISKS
OF THE Al MARKET

In an unstable geopolitical environment, the development of artificial intelligence
technology in Russia is threatened by isolation. As a result of sanctions, funding is
reduced, component supply chains are disrupted, and cooperation with Russian
scientists is withdrawn 3. In an unstable geopolitical environment, the development of
artificial intelligence technology in Russia is threatened by isolation. As a result of
sanctions, funding is reduced, component supply chains are disrupted, and cooperation
with Russian scientists is withdrawn. The sanctions are particularly painful with regard to
the supply of dual-use products, such as chips and semiconductors. Hardware for the Al
industry is extremely important. According to the estimate of the All-Russian Academy of
Foreign Trade of the RF Ministry of Economic Development, the volume of imports of
semiconductor products that fall under sanctions will be about $470 million in monetary
terms - about a quarter of all imports of this type of products.

The volume of semiconductor
imports that will remain

Imports of semiconductors
subject to sanctions

$470
million

$1430
million

Fig. 2.

The volume of semiconductor imports
to Russia that will be affected by
economic restrictions

Source: BABT

The imposed restrictions affect almost all strategically important industries of the
country: defense, aviation, shipbuilding, financial technology, telecommunications, etc.
The withdrawal from the Russian market of the largest software suppliers (EPAM,
Oracle, Microsoft and SAP), as well as the denial of service, will increase the
vulnerability of industrial companies and increase the number of errors that complicate
their work “.

Al, while subject to similar restrictions, can nevertheless become one of the main
mechanisms for the development of Russian industry in these conditions. It is seen as a
tool for reengineering technologies in the real sector of the economy for the tasks of
substituting import substitution. For example, the use of generative design methods
makes it possible to reproduce and speed up the product creation cycle, taking into
account the properties of materials, product load and other parameters °. Al also opens
up opportunities for advanced import substitution, creating fundamentally new digital
technologies in industries traditionally based on experimental approaches. Experts
predict that by 2025, 30% of new drugs and materials will be designed using generative
Al methods .
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However, under conditions of restricted access to scientific and technical
information (in particular, the withdrawal of WoS and Scopus 7 from the country) the
infatuation with "one's own way" increases the risk of isolationism, which worsens the
quality of research and aggravates the technological lag. Adapting the industry to the
new reality implies building new international partnerships, changing cooperation formats
and managing the protection of intellectual property rights. In any case, closure from the
global scientific and technological community is not an acceptable strategy for the
Russian Al sphere.

Supporting the scientific sector of the industry is of great importance. Four main risks can
be identified here.

‘I Risks of limiting the bilateral exchange of
scientific and technical information

It is important to maintain cooperation with neutral platforms and highly ranked
journals. The peculiarity of modern science is that breakthrough research and
development arise predominantly in extensive multidisciplinary and interdisciplinary
superclusters and networks. The risks include explicit and implicit restrictions on access
to international abstract systems and databases, obstacles to the publication of articles
in leading international journals, arising at the level of reviewing, opinions of members of
the editorial board and chief editors. Such actions generate a backlash in the form of the
refusal of domestic research teams to publish articles in the world's leading journals, the
use of international databases, including WoS and Scopus, and the associated risk of
loss of relevance and quality of research. From 1996 to 2021, 1,553 scientific papers
written in collaboration with foreign researchers were published in Russia (19.8% of the
total number of publications on Al).

The example of the development of Chinese science is illustrative. ~ While
under sanctions, China not only did not give up publishing in international journals, but
also increased the volume of its presence in them. Separately, it should be noted that
Decree No. 414 of the Government of the Russian Federation does not limit the use of
foreign databases and the right of scientists to publish in highly rated journals 8.
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2 Risk of loss of quality of expertise of
scientific projects

In order to maintain a high level of expertise, it is necessary to form an effective
and independent internal system of research evaluation by experts working in the
industry. Such an initiative has already been implemented by the Analytical Center for
the Government of the Russian Federation for a grant competition for the creation of Al
research centers. An Expert Council was formed to select applications and determine
which centers have a chance for maximum development and specific results °.

3 Risk of reduced cooperation in the scientific
sector (even within the Russian Federation)

There may be a decrease in the resources available for Al research and a loss
of research guidance among those teams that were involved in international
collaborations that have ceased operations. It is necessary to involve the six Al research
centers created in 2021, the specialized STI competence centers, and all interested
universities and industry associations in cooperation. Collaborations can be formed by:
creating an internal repository of research (including open source); developing a format
for grants and programs focused on interinstitutional cooperation; and establishing a
specialized journal capable of reaching the level of highly ranked publications (Q1) in the
world in the future.

4 The risk of reducing the effectiveness of state
support in the field of Al

The scope of the research tasks is broad, and resources are limited. It would be
reasonable to focus on tasks and super-tasks of great public importance. Regular
evaluation of research results would help to identify risks of losing priorities and threats
to the interests of the state. Commissions have been established in the UK with similar
objectives. In addition to the bibliometric review, an expert commission meets every
three to four years to evaluate previously published scientific articles according to the
level of significance (world significance, national, regional, not significant publication).
Every 15 — 20 years a commission is formed to study the national publications in the
fundamental fields of knowledge.

In a situation when many technologies will be inaccessible for Russian
enterprises, the issue of own advanced developments that will be able to ensure
efficient functioning of production facilities, reduction of production costs, digital
transformation of existing approaches and solution of new tasks in key sectors of the
economy will become acute. However, transferring, for example, all mechanical
engineering products in Russia to the domestic electronic component base will require
large time and financial expenses. Al will be a necessary component of such
technologies. It is extremely important that investments in artificial intelligence in the
coming years have a sufficient volume and focus on technologies that provide
breakthroughs in manufacturing, scientific and design developments and consumer
services in Russia.

11



IS ANEW "Al WINTER"
POSSIBLE?

Despite the significant potential for the further application of Al, there are serious
challenges that could limit the further expansion of this market. Experts are admitting that
a new "winter of Al" is coming. The main reason is the hardware limitations caused by
supply chain breakdowns and reaching the limits of computational capabilities.

Over the past 10 years, we have seen the third wave of large investments in Al.
From 2012 to 2020, the cumulative amount of investment in Al was about $346.4 billion.
Compared to 2012, the volume of investment has increased 26-fold '°. Al is present in
almost every product in the Google ecosystem (Search, Cloud, Gaming) ''. In 2020, a
Gartner study found that 66% of companies surveyed have increased or not changed
their investments in artificial intelligence since the COVID-19 pandemic began '2. It can
be argued that companies see Al primarily as a tool for solving specific application
problems .

But for all the investment, high rate of development and adoption of Al
technologies, there are still no reliable and mass solutions in the field of unmanned cars,
autonomous control systems for smart devices, self-learning digital assistants 3. In 2016,
Business Insider predicted that 10 million unmanned cars will be on the road by 2020 ™.
In 2019 Elon Musk was sure - in a year there will be 1 million autonomous taxi in the
world *®, and in 2022 there will be a robot with strong Al . None of these predictions
have come true yet. Excessive optimism about the progress of artificial intelligence is
dangerous: if technology development fails to meet existing expectations (and
investments), a new "winter of Al" may ensue, with an outflow of funds and research from
the industry, similar to past stages of Al development 13,

In the 1960s, the first Al researchers believed that it would be some 10 years
before there were intelligent machines capable of human-level thinking 8. Nevertheless,
even now algorithms are far from reproducing human thinking. Researchers were
interested in using deductive learning methods. American scientists created a
mathematical model of the human brain neuron, the first neural network (perseptron) and
the first neurocomputer that recognized Latin letters ™. In the mid-1970s, British scientist
James Lathill and the DARPA research organization issued parallel reports questioning
whether Al research would benefit in the near future 2021,

In the 1980s, Al was based on two technologies: 1) rule-based expert systems;
2) neural networks, which emerged from the emergence of new learning algorithms °.
And at the end of the decade, a series of events (the collapse of the LISP * machine
market, the lack of meaningful results in the Fifth Generation Project) led to the "winter of
Al" an outflow of investment and research from the industry. The deductive approach
turned out to be a dead end due to the lack of necessary capacities, the complex system
of rules, the impossibility of creating a knowledge base for new areas of science 2.

During the "winter of Al," machine learning (ML) was developing; it started as
statistical learning theory, then moved to inductive inference methods 23. By the 2010s,
this wave received a strong impetus with the emergence of neural networks learning
from large data sets 8.

The main driving force behind modern machine learning is deep learning, the
deployment of more extensive neural networks on faster computer hardware that can
collect and process large amounts of training data. This strategy of "scaling up" has
evolved since ImageNet (2012), which launched the deep learning revolution 24,

12
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Eleven years later, deep learning still dominates the development of machine learning:
2021 was the year of "monster Al models 5.

Deep learning has been criticized for being too resource intensive. According to
optimistic forecasts, to get the error rate of 5% for the ImageNet database, it is necessary
to increase calculations by 105 gigaflops. Costs would increase by 1010 dollars, CO2

emissions would increase by 104 Ibs 6.
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In addition to the resource cost, further development of deep neural networks is
hindered by the following limitations 2724,

— "fragility" — the system is incapable of adapting to small changes in input data;

— the quality of neural networks depends on the quality and quantity of incoming data;

— catastrophic forgetting — when neural networks learn a new task, old tasks are
forgotten;

— inability to explain the results of problem solving using neural networks in high-risk
situations;

— "self-reliance" of machine learning algorithms — the Al must understand when it is
unsure of results or does not have enough knowledge about an object, and act
accordingly (e.g., transferring control of a car to a human when a completely new
object on the road is detected);

—the Al's lack of common sense - the ability to assess circumstances and act in
accordance with them;

— neural networks are not good at solving mathematical problems.

In addition, there are mathematical constraints in the form of the question about
the equality of P and NP complexity classes. In case of a positive answer (P equals NP)
many complex problems will be solved much faster than now 8. Half a century after the
problem was formalized, more and more scientists are inclined to believe that P does not
equal NP. This barrier to Al research may never be overcome, and the complexity of
algorithms will always limit our ability to 2°.

Despite a number of global preconditions that could bring the Al market into a
state of "winter," it is unlikely that this will happen to all of its segments. Only some of
them will be slowed down. Specialists believe that the industry will come to a deviation
from the strategic direction of deep learning: once research moved away from expert
networks, and now they will be able to move away from ML, relying entirely on neural
networks 2.

For the Russian market, the situation of "winter Al" may be associated with a
shortage of hardware due to the breakdown of supply chains, fundamentally important for
working with large neural networks. This may lead to a focus of available resources on
tasks secured by an order in a limited range of industries.

14



INDUSTRY IS
THE MOST IMPORTANT DRIVER
OF MARKET GROWTH

Businesses and organizations in all industries are increasing their investments in
Al in order to maintain competitiveness and improve efficiency. For example, a Harvard
Business Review study found that increased robotic transactions through the use of Al
leads to increased sales. According to reports from consulting firms, the number of
robotic transactions is expected to reach the $10.1 billion mark in 2019 '". Overall,
spending on Al systems is projected to grow from $85.3 billion in 2021 to $204 billion in
2025, at an average annual growth rate of 24.5% .

The accumulated potential of Industry 4.0, which over the past decade has
contributed to the automation and digitalization of industry, opens up opportunities for the
development of Al. The information that is accumulating in industrial databases suggests
that industry will be one of the key drivers of Al development. By 2027, the maximum
growth rates of Al application will be in the production sphere - at the level of 31.1%
CAGR. This is followed by logistics (CAGR of 24.7%), healthcare (CAGR of 22%) and
the financial sector (CAGR of 21%) by a wide margin.
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Mordor Intelligence

Industry is among the drivers of the Al market in the US, China, the UK, India,
South Korea and EU countries. It will also become one of the main customers for artificial
intelligence and related research in Russia.

However, unlike in many developed countries, where the key roles belong to
companies specializing in Al (e.g., DeepMind), in our country the oil and gas business
will be of great importances 33" 23, This is explained by its high resistance to sanctions,
as well as the need for industry solutions at different technological stages (including
metal processing, machine building, construction, logistics, etc.). Along with metallurgy,
the chemical industry and some other manufacturing industries, it is the oil and gas
sector that claims to be the most active industry interested in the development of the Al
technology market. Companies of the sector initiate large-scale cooperative projects and
commission research and development in this area. In 2021 the Association "Artificial
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Intelligence in Industry" was created (founded by PJSC "Gazprom Neft", later joined by
PJSC "Tatneft"). The Association supports research centers and teams of scientists
engaged in Al, implements educational programs for university students and employees
of industrial enterprises, and holds events to develop the market of Al technologies.

The oil and gas industry also plays a significant role in the global Al market. The
focus of developed countries on decarbonization, increased competition on the market of
oil and gas raw materials - under these conditions, great hopes are pinned on artificial
intelligence. Companies are joining consortia, directing their joint efforts to create large-
scale Al technologies that help solve operational and production efficiency issues. One of
the most vivid examples is the consortium of Shell, Baker Hughes, C3 Al and Microsoft,
implementing the Open Al Energy Initiative 2.
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— Formation analysis

— Seismic data acquisition
— Seismic data processing
— 3D imaging of seismic data
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— Efficient equipment maintenance

Al IN SAFETY AND ENVIRONMENTAL
PROTECTION

— Remote monitoring of storage areas
and equipment

— Leak detection

— Equipment deformation detection
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Metallurgy is paying a lot of attention to Al applications. Even today, the range of
Al applications is quite wide. Just like in the oil and gas industry, it covers all the main
technological process stages: mining, ore processing, iron and steel production, rolling,
logistics, sales and marketing. Metallurgical companies are actively developing
partnerships in this area. NLMK Group has entered into a strategic partnership
agreement with the Association of Artificial Intelligence Laboratories, planning to expand
cooperation in the digitalization of various production processes, including Internet of
Things and artificial intelligence technologies *°.
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Similar trends are observed in other industries, which indicates the potential of
the sector, as well as the specifics of the domestic Al market. In the context of sanctions
restrictions and the breaking of international technological chains with the participation of
Russian enterprises, Russian industry faces systemic challenges related to the search
for ways to achieve technological autonomy and self-sufficiency. Domestic solutions in
the field of artificial intelligence are one of the most important means to move in this
direction.
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THE FUTURE OF
Al COMPUTING

The science of artificial intelligence relies heavily on advances in related fields -
computing and data manipulation. Since these fields of knowledge form the basis for the
development of Al, they should be considered in the first place. Overcoming a number of
fronts in these areas can provide significant progress in the field of artificial intelligence.

The stormed zones are called differently in different research teams and
countries - increasing the parameters of Al models, increasing the complexity of
algorithms, reverse brain engineering, conversational intelligence, etc. *. For the Russian
Al market, the specifics of the frontier zone may not coincide with the global one.

Frontiers in computing technology

‘I Quantum computing

Quantum artificial intelligence, i.e., an Al whose calculations are performed by a
quantum computer 3¢, is still far from being realized: 8-cubic and 16-cubic quantum
computers are used in basic science, but they do not bring significant results in the
science of artificial intelligence ¥’.

Most of the classical Al algorithms have already been translated for quantum
computers, so the main frontier at the moment is to create a quantum computing system
that can be used in machine learning tasks with greater efficiency than traditional
computing hardware 3'.

To do this, quantum computing systems must become more error stable and
more powerful. It is necessary to create frameworks for modeling and training Al systems,
which would become generally accepted at the expense of open source and contribute to
the development of the developer community and the emergence of new scenarios of
quantum Al applications 8,
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2 Distributed systems

Traditionally, Al models are trained on high-performance SIMD-architecture systems
(servers with graphics cards). However, working with large-scale Al models and, most
importantly, with big data requires the development of specialized distributed systems
that include geographically dispersed computing systems of different architectures,
which may belong to different owners. For these systems the task of model training
becomes hierarchical. The main problem in such distributed systems is porting machine
learning model architectures to them, especially with respect to data placement. It is also
necessary to develop methods to implement parallel computing in these systems,
including scheduling and resource management %',

Solving the above tasks will significantly improve the ability to collaborate
scientific groups and facilitate access to data located in distributed sources 3'.

3 Neuromorphic computing

Modern computing is based on von Neumann architectures, which involve the
movement of data between physically separated processor and memory. In such an
environment, processor power downtime is inevitable during intensive computations,
especially in artificial intelligence tasks, which are more dependent on large amounts of
data than others.

The answer to this challenge will be the transition of the computing hardware
used to run Al models to neuromorphic systems, whose structural elements can
simultaneously store and process data like brain neurons. The systems are based on
spiking neural networks, which act as a substitute for modern processors. Instead of
transistors, artificial neurons are used, each of which is capable of functioning
independently and sending signals to other neurons in the network. By coding
information in the signals themselves and their periodicity, spiking neural networks mimic
natural learning processes in response to external stimuli.

There remain limitations in the development of neuromorphic computing
systems due to the high cost and complexity of scaling. Although many neuromorphic
systems enable real-time training, the initial training of Al models still has to be done on
traditional architectures. Neither have instruction set architectures (ISAs) been
developed for neuromorphic processors that can realize their full potential. Another
promising direction is the development of task-specific artificial intelligence models,
which are built directly into the hardware of neuromorphic systems - analog Al.
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Al methodological frontiers and data handling

‘I Integration of neural network and cognitive
approaches

The knowledge-based approach to Al is called cognitive (symbolic) ®. It was the
basis for the expert systems that were developed in the 1980s. At present, there is
renewed interest in this area because it is knowledge, rather than data, that can be the
basis for autonomous decision-making by artificial intelligence * and the transfer of
experience from one task to another . This will allow the application of Al in
unformalized areas and the creation of multilayer artificial intelligence systems for
business, consisting of multiple agents acting on the basis of knowledge (emergent
intelligence systems) *. However, the problem of integrating knowledge into the
architecture of existing neural networks remains unresolved 3.

2 Hybrid intelligence systems

Hybrid intelligence involves creating systems in which artificial intelligence
works in conjunction with natural intelligence, empowering humans without giving full
control to the machine .

The frontier in creating hybrid intelligence systems is ensuring the
interoperability of natural and artificial intelligence *'.

Overcoming this obstacle depends on progress in understanding the laws of
human intelligence, the development of tools to transfer information from human to
machine and vice versa, and the development of hybrid intelligence ecosystems that
would allow easy integration of new products “2.

3 Generative Artificial Intelligence

Generative Al systems have the potential to enable automatic creation of new
artificial intelligence systems, as well as different creative content. Key frontiers in
generative Al are formalization of uncertainties associated with calculating the probability
of response to generated content, and search space traversal problems - new
optimization algorithms for content generation 3.

4 Reinforcement learning

Current reinforcement learning methods are at a standstill because their
application to real-world problems faces the problem of needing a large number of error-
free iterations, which requires long-term training. The frontier will be improving the
robustness of reinforcement learning methods to errors and anomalies in the data 2.
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5 Explainable Artificial Intelligence

The decisions that almost all Al models make defy explanation and
interpretation. At the same time, for many applications, it is crucial to understand what
makes a decision #. The frontier is not only to develop methods to explain Al decisions,
but also to evaluate and test the workability and suitability of these methods for real-
world problems #4,

6 Artificial Intelligence Error Correction

Data-driven artificial intelligence can make errors that are difficult to track. The
greater the dimensionality of an Al model, the greater its error risk and the lower its
suitability for making risky decisions . Separate systems should appear in the
architecture of artificial intelligence models that will track and correct errors and "unlearn”
Al models**°,
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CHALLENGES OF
Al HARDWARE DEVELOPMENT

By the early 2020s, humanity is close to the threshold of Moore's Law*. It is
expected that in the first half of the decade, the leaders of the semiconductor industry will
launch chips with processor dimensions of 3-4 nm or less. For now, this remains the
frontier of semiconductor industry development, but it is already clear that this level will
be reached.

This level of dimensionality opens up new computational opportunities for the IT
industry. Al systems are becoming more and more productive. At the same time, they
have a similar rate of development as the chip size growth. According to Google
programmer Cliff Young, the number of internal projects focused on Al at Google doubles
every 18 months “, which corresponds to the growth rate of the number of transistors
placed on an integrated circuit chip - 18-24 months (Moore's law).

At the same time, another empirical law, named after Jensen Huang, the CEO of
NVIDIA, has been actively used in the discussion of computational prospects for Al
systems. According to Huang's law, graphics processing units (GPUs) are progressing
much faster than central processing units (CPUs), and the performance of the silicon
chips that enable artificial intelligence is more than doubling every two years *.
Compared to Moore's Law, which focuses solely on CPU transistors, Huang's Law
encompasses the totality of advances in architecture, interconnects, memory technology,
and algorithms.

Discussions about Al hardware (including Huang's Law) in the last two years
have increased the intensity of the search for the frontier of silicon electronics
development. Whether microelectronics will find an alternative to the silicon platform or
enter new technological solutions to maintain performance growth at the right level of
energy efficiency of computing systems (including for Al) is the main scientific frontier of
hardware development for the next 15 years. It is artificial intelligence that is driving the
demand for more high-performance computing systems. Watching the direction of
artificial intelligence development is key to understanding the trend of computing systems
in general.

A new generation of self-learning neuromorphic processors

The most important frontier of hardware development for Al systems is the search
for new computing architectures. One of the central focuses of this development is the
creation of neuromorphic processors, which will enable biosimilar neuromorphic
computing with increased efficiency.

In 2017, Intel developed the Loihi neuromorphic digital processor with on-chip
learning capability. Loihi works on the same principles as the human brain and contains
130 thousand artificial neurons and 130 million synapses “¢, and learning takes place
using different types of feedback.

In 2021, a second-generation processor (Loihi 2) and an open-source Lava
programming environment were introduced to create applications for neuromorphic 49
processors, a development that helps significantly increase the speed and energy
efficiency of Al. Improvements to the Loihi 2 architecture enable new classes of
neuromorphic algorithms and applications, providing up to a 10x improvement in
processing speed “. Nephromorphic chips solve a wide range of tasks: application of
computer vision, voice and gesture recognition, search and optimization (local search).
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Intel has already created robotic arms, neuromorphic artificial skin and an odor
recognition algorithm using the Loihi chip.

The all-analog Brain-on-a-chip developed at MIT was an important step toward
the emergence of portable, low-power neuromorphic chips for pattern recognition and
other learning tasks. The inventors claim: This design of artificial synapses will allow for
much smaller portable Al-powered devices capable of performing complex calculations
that are currently only available to large supercomputers .

Research in the field of neuromorphic computing and processors is also
underway in Russia. This area is being developed by teams from MIPT, Skoltech, ETU
"LETI" and other universities and research centers.

Quantum processors

There are high expectations for quantum computing: it will help to overcome the
computational barriers associated with the end of Moore's Law. Qubit-level
computational control can open up new opportunities for Al beyond the binary system: to
reduce error and increase computational accuracy, and to improve data processing.

In 2020, IBM launched a 27-bit quantum PC. By 2023, the company plans to
quadruple the capacity of its quantum computers >'. Back in 2019, Google Corporation
announced the creation of the world's first 54-cc processor. The computer based on it
performed specific calculations that would take thousands or even tens of thousands of
years for an ordinary PC.. The QuantWare developers, which aims to produce affordable
quantum processors and related systems, believe that after 2025 ' or maybe even
earlier, quantum technologies will spread much more actively than now, and they can be
used in a large number of industries.
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HOW Al WILL CHANGE
INDUSTRY

As noted above, one of the key areas where Al is expected to develop rapidly is
industry. McKinsey estimates that artificial intelligence could generate about $3 trillion
annually in eight industries (Figure 10) %2. In absolute values, the largest profits are
expected in the automotive industry and advanced electronics. The maximum effect in
relation to revenue is predicted in the high-tech sector..
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loT Analytics, in its report on the industrial Al market in 2020-2025, highlights 33
applications of Al in enterprises using the Internet of Things 5. For Russia, the most
significant challenge is the development of engineering modeling systems, decision-
making, and manufacturing systems using Al technologies. The development of these
very areas could become a priority for reverse engineering support programs in the
context of long-term sanctions restrictions and supply chain breakdown.
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Al-driven engineering

AM) %,

26

So far, Al applications have focused on smart manufacturing (increasing
efficiency and reducing waste), generative design, and automated assembly robots.
Typical automation does not solve the issues of individual orders of small batches (Batch
Size 1 or Order of One). Automation must be replaced by autonomy, where robots are
not reprogrammed by humans to produce a new product, but learn to assemble a variant
on their own. Siemens Corporate Technology has developed such a robot, which can
analyze the product model from CAD and find the appropriate assembly solution. LG
CNS, using a cloud-based smart factory service, collects data throughout the production
process and can predict potential defects in a batch before it is produced 5.

One of the big challenges here is the use of Al in additive manufacturing (AM).
The main challenges of AM are how the 3D printer head will affect the microstructure of
the resulting material, and how to control the AM process to produce parts with the
desired characteristics. The solution is to use a surrogate model* that performs pre-
optimization, real-time on-site process control thanks to Al in sensors, portability of the Al
model between different devices and/or raw material types (heterogeneous materials for

In general, programmable sensors and Al-based peripheral computing are of
paramount importance in terms of improving Al models for future digital and custom
manufacturing 5.

Let's list the research tasks for Al-driven engineering *:

1

Creating interactive DSE ** to help professionals
who design, but do not have the technical
competence to develop models.

Determining the characteristics of the design
solution space, when you can quickly conclude
which part of the design solution is good or bad or
has specific properties.

Automatic generation of design solution
constraints / rules: rules and constraints ensure
that the logical and physical aspects of the
solution meet the design requirements.

Automatic task formulation: requirements and
information about the past are given, and the
system must automatically formulate the target
function, given its constraints.

Automatic surrogate model generation:
automating this process will eliminate the need to
know ML-specific tools.

6

7

10

Parametric display in different scales:

the ability to automatically change the parameters
of complex systems at different scales with
binding.

Automatic data collection from the terms of
reference (TOR): a complex process that requires
not only NLP, but also the study of the relationship
between different parts of the TOR itself and the
functions described in the document

Understanding changes over time through version
control: since complex projects have many
versions, the ability to analyze entities and
relationships between objects in a project not only
in statics, but also in dynamics is an issue.

Transferability of solutions to other projects /
platforms: o this task is usually easier in theory
than in practice.

The problem of algorithm selection: the choice of
algorithm must be justified by the task.
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Al-centered manufacturing

Al-centered systems include large-scale monitoring, distributed control systems,
advanced communication systems, and various levels of artificial intelligence on the
periphery %,

The Internet of Things and artificial intelligence are two separate innovations
that, in combination, significantly impact different industries. While the Internet of Things
(IoT) is a system of sensors, Al serves as the brain that controls this system. The Al in
Internet of Things sensors detects data collection errors, independently identifies
patterns, builds logic chains, and draws conclusions %,

To enable the Al itself to work directly and efficiently with data from IoT sensors,
it is advisable to use a priori knowledge of the subject area, concentrated in a digital twin.
A digital twin is a software analogue of a physical device that simulates the internal
processes, technical characteristics and behavior of a real object under interference and
environmental conditions . It is used for planning, demand modeling, control,
optimization, efficiency improvement.

Al, together with digital twins, captures everything that happens in production,
and through data analysis helps operators make better operational decisions. The
combination of these technologies can predict possible breakdowns in equipment and
determine their cause, offer options for keeping equipment up and running, minimizing
downtime %,

The use of Al in manufacturing is not limited to the production of specific
products. Artificial intelligence can collect and analyze data about the enterprise as a
whole by integrating data from individual subsystems .

Al is seen as a critical element that will provide the next step in the evolution of
production systems. While the 2010s saw digitalization, including the spread of loT
platforms, in the 2020s, Al will take on the role of the main development tool. It will
enable the transition from traditional high-volume production to flexible production
systems capable of cost-effective production of small series of products .

Al will become a basic element in the architecture of modern custom
manufacturing systems. This implies at least four basic elements: smart devices, smart
interconnections, an Al layer, and smart services. The advantage of such systems will be
improved production efficiency, easier preventive maintenance, extended smart supply
chains .
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Industrial metaverse

A key strength of the metaverse is the ability to provide a holistic immersive
experience in a virtual environment through ubiquitous and persistent connectivity. The
industrial metaworld can contain digital twins of real objects, 3D models based on loT
data, and interactive platforms for data management and analysis.

Options for the use of the industrial metaverse ©'.

— Increase brand awareness through virtual factory tours and interactive virtual events;

— virtual presentations of products and services;

— payments using blockchain, cryptocurrency and NFT technologies;

— collaborative research and development to design, model and test products and
services;

— getting feedback from digital customers to improve the customer experience in the
real world;

— industrial metaverse as a basis for companies to achieve carbon balance.

BMW has created a 3D virtual twin of the Regensburg factory for employees to
work together from all over the world in real time. AB InBev has developed a
comprehensive digital model of its breweries and supply chains. AB InBev is currently
experimenting with "digital people" to simulate how real employees react to new work
processes.

Adapting new technologies will require companies not only to purchase new
equipment, but also to overcome the "digital mental gap" - the acceptance of influence
from the virtual environment: ecosystem participants and potential customers.

Human-machine interaction (HRC)

Collaborative robots (cobots) are one of the mandatory components of Industry 5.0, a
concept based on human-robot collaboration. Cobots can do no harm to humans or
surrounding objects thanks to numerous sensors that monitor any movement around
them %2, Equipping a company with cobots gives a significant competitive advantage to
business owners, including those working with "small batches" and "custom-made". The
use of digital twins in man-machine systems will simplify design, integration, operations
and reconfiguration of the system throughout its lifecycle .

Automotive manufacturers Dirr Systems AG and Ford are using KUKA's LBR
iiwa collaborative robots for the labor-intensive and traumatic stage of installing the
headlights and driver assistance system. The cobots have also been able to improve the
quality and speed of assembly, which has reduced the cost of the car .

Al methods in industry

Traditional analytical methods, such as regression analysis, clustering, decision
tree ensemble and other forms of logical inference, are actively used in various industries
(Fig. 12). Al has great potential for application in various sectors, but it is not yet
widespread, in part because of the relative immaturity of the technology and the
organizational problems associated with deployment of these technologies 2.
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Al will change the space industry

The next stage of space exploration involves the use of Industry 5.0 technologies.
Researchers distinguish two technological bases for the development of Industry 5.0 °°:
1. human-machine interaction: intelligent automation, smart factories;

2. bioeconomics: bio- and nanotechnology, biologization.

Industry 5.0 Concept Technologies :

— human-machine interaction will open up the possibility of combining the strengths of
humans and robots during manned missions, as well as implementing human
telepresence technology in space (robot-avatar);

— biotechnology and smart materials: self-healing materials for spacecraft and spacesuit
shells, lightweight materials that allow heavier cargoes to be transported to distant
space, smart materials for temperature control;

— digital twins and simulations to create hundreds (or thousands) of possible space
mission scenarios that take into account the many factors that affect the process of
conducting activities in space;

— artificial intelligence, capable of making independent decisions and adaptable to new
conditions, will increase the efficiency of automatic missions (autonomy of planetoids
to work underground or in caves, coordination of satellite constellations among
themselves, pre-processing of data);

— big data and soft computing will allow predicting the approach of space debris and
other objects to the spacecraft, which will help avoid the Kessler effect * when the
number of objects in orbit increases .
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Due to the reduction of imports of hardware for artificial intelligence, there is a threat of a
break in production chains. The solution to this problem will be the launch of
reengineering programs (reverse engineering) of hardware and software.

Reverse engineering is the study of some device or program and its
documentation in order to understand how it works and (most often) reproduce the
device, program or other object with similar functions, but without copying as such .

The development of Al technologies has opened up new opportunities for
reverse engineering. News about the application of reverse engineering systems have
become a regular part of the information background in Al. In June 2020, there was a
striking event: DeepMind introduced an Al system with software reengineering
capabilities. Having access only to the inputs and outputs of the selected application, the
system, dubbed IReEn, can repeatedly improve a copy of the target application until it
becomes functionally equivalent to the original ®. Examples like these indicate that
artificial intelligence has created new opportunities in the high-tech market for players
with limitations on the use of original products and those who need to recover solutions
whose descriptions are patrtially lost.

At the same time, reengineering technologies create new risks for the market
and society as a whole. Not only will it be necessary to revise intellectual property law:
the development of such solutions may completely change attitudes and the public view
of copying as a phenomenon .

Another useful quality of Al in the tasks of reengineering material objects is the
ability to significantly simplify the equipment requirements needed to fully determine their
characteristics. This is achieved by creating incomplete digital twins of the object based
on basic facts, which are easy to measure with the existing equipment (in particular,
mass-dimensional characteristics). The remaining elements of the twin (e.g., in the form
of equations with specific coefficients reflecting nontrivial properties of the product) are
reconstructed by means of automatic machine learning technologies on the basis of
indirect experimental data. In this case, in some cases, not only the hidden properties of
the object can be recovered, but also elements of the technology of its creation.

Hardware

Sanctions have particularly affected the supply of highly specialized chips, so re-
engineering of semiconductor product creation technologies becomes one of the most
important conditions for the development of the Russian Al market. The lack of solutions
here may lead to the fact that the predictions of another "winter of Al" will come true
primarily for the domestic rather than the global market. Reengineering tasks cover not
only the areas of chip design and production, but also the area of their key link,
semiconductors. Artificial intelligence can become a useful technology for reengineering
and import substitution only when it itself is provided with domestic semiconductor
products.

Our country has its own projects of universal (CPU, DSP, GPU) and highly
specialized (FPGA, ASIC) microprocessors, as well as tensor processors. Russian
companies develop their designs, but it is difficult to produce these microprocessors in
Russia due to lack of equipment, particularly lithographs.

Russia itself can produce processors based on standards of at least 65 nm (at
the Mikron factory), which were considered advanced in 2004 7'. But effective Al systems
require solutions on microprocessors 16 nm and below. TSMC can already make chips in
5 nm topology 7', and plans to reach 3 nm 72,
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Today, only one company, ASML of the Netherlands, produces equipment for
7 nm and smaller processors manufacturing. To achieve a resolution of up to 10 nm, the
technology (EUV lithography) is much more complex and expensive than for chips with a
topology above 10 nm 72,

The Russian Federation has a track record of developing an optical system and
its elements for photolithography facilities at 13.5 nm (IPM RAS), a radiation source
(ISAN RAS), and ultra-precise positioning systems for photolithographers (Amfora
Laboratory). However, EUV lithography technology also requires extremely high-power
lasers and extremely smooth mirrors, which makes it very expensive. The production of
EUV scanners for photolithography by ASML pays off only with the production of chips in
large quantities, which can be sold only in the global market.

But there is another way. For example, maskless lithography. This requires the
efforts of many teams: the creators of MOEMS (micro-optical electromechanical
systems), developers of the radiation source and coordinate tables, manufacturers of
control electronics, including a specialized controller. There are such projects in Russia.
For example, the IPM RAS coordinates a project in the field of maskless lithography.
According to open data, the lithograph to be created will be 10 times cheaper than the
EUV lithograph, and a prototype can be obtained in five to six years 7.

In any case, creating one's own lithographic industry is a complex and long-term
task. As for the short-term perspective of hardware, the domestic Al industry faces great
challenges and limitations to further development.

Software

Since Python, Lisp, R, Prolog and C++, some of the most popular Al
programming languages, are not owned by certain companies, there is no risk of
terminating their support in Russia, which cannot be said about Java and MATLAB, which
are owned by American companies.

The big problem is frameworks, because the most popular of them (TensorFlow,
Keras, PyTorch and Caffe2) belong to Google and Meta Platforms. Russia has its own
Platform-GNS and PuzzleLib, as well as cloud platform IACPaaS, Al model creation
platforms SMILE and DataMall. Nevertheless, rebuilding existing projects for Russian
frameworks will require time and effort 7.
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St. Petersburg is one of the largest centers of development and application of artificial
intelligence technologies in the Russian Federation. Over the last five years, there has
been an increase in publication activity in the field of Al and related technologies in St.
Petersburg. It has its own clearly defined competence profile (its own strategic
competences) in the field of Al, a unique ecosystem has been formed, including the
leading universities and scientific organizations of the city, partners from the real sector
and the city authorities.

The current Al agenda in Russia, and in St. Petersburg in particular, is defined
by strong teams and centers that will develop and improve existing developments and
directions *'.

Despite the fact that Moscow has a high centralization of financial and
managerial flows, and the number of universities involved in Al research in St.
Petersburg is small, they are very competitive.
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There is a strong mathematical school in St. Petersburg, which is also reflected
in the number of publications on Al in the section "Mathematical Sciences" (Fig. 14). In
Russia as a whole, according to the Scopus database, the publications on this topic are
mainly in mathematical sciences (37.8%), computer sciences (33.8%) and engineering
sciences (10.4%).
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There is a small group of Al researchers in St. Petersburg who are developing
their own research schools. This is one of the competitive advantages of the city, where
generators of new ideas work in engineering universities. Among St. Petersburg's
research organizations in the field of Al, we can single out HSE University, SPbSU, ITMO
University, ETU "LETI" and SPbPU..

According to the SClmago Institutions Rankings, which determine the
effectiveness of universities' research, innovation results and impact on society as
measured by their visibility on the Internet, the top leaders are SPbU, SPbPU, HSE
University and ITMO University (Fig. 15). The same universities lead among universities
specializing in "computer science" (Fig. 16).
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The publication activity in the field of artificial intelligence in St. Petersburg is
noted among a limited number of research organizations. The first places are occupied
by universities.
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According to the Al map, there are 34 Al companies in St. Petersburg, which is
five times less than in the capital (187 companies). Among large IT companies in St.
Petersburg there are Yandex (as a division of Yandex.Cloud, Yandex Self-Driving Group,
Yandex.Toloka), as well as JetBrains and VKontakte.

Two national-level research centers in the field of artificial intelligence,
established at ITMO University and pursuing complementary goals, are successfully
operating in the city. Together they form the city's largest human capital hub in the
research and development of applied Al systems, bringing together more than 300
specialists.

The National Center for Cognitive Development (NTI Competence Center) was
created in 2018 with the end-to-end technology "Machine Learning and Cognitive
Technologies. It is focused on the development of enhanced intelligence technologies in
terms of creating industry-specific decision support systems in various subject areas and
interacts with industrial partners in the open market (including industry, energy, retail,
financial sector, healthcare, etc.).

On the contrary, the research center "Strong Al in Industry", which opened in
2021 as part of the federal project "Artificial Intelligence", builds its activities on the fronts
of Al technologies, providing reproduction of the creative activity of industry specialists
(designers, technologists, etc.). Collaboration with industrial partners is realized through
a single customer institute, the Association "Artificial Intelligence in Industry," which
manages the orders of individual partners and the resources attracted to them.

Together, both centers form a sustainable model that provides a full cycle of
creation and implementation of promising technologies of applied Al in various tasks (not
limited to industry and existing partners). At the same time, the open structure of
organization and management of the centers allows the legitimate involvement of teams
of researchers and developers from other universities and scientific organizations (both
St. Petersburg and Russia) on a collaborative basis. This provides an opportunity to
further expand the presence of St. Petersburg on the Al technology market and increase
the professional recognition of the Northern Capital.

With the support of the Association "Atrtificial Intelligence in Industry”, financing
of research projects is organized, mentoring and support of six youth research
laboratories created with the help of the grant of the Ministry of Education and Science of
Russia, educational programs "School of Key Researchers in Al" are conducted. (for
undergraduate and graduate students) and the "School of the Customer in Al" (for
companies and government agencies). In addition, there is the original BlueSkyResearch
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competition, which supports exploratory research in the early stages of idea formation

(funded by the St. Petersburg Innovation and Youth Initiatives Support Fund. The main

goal of the competition is to test an interdisciplinary innovation mechanism for identifying

promising research topics in frontier, high-risk areas, followed by the creation of solutions

based on neural networks and/or machine learning 7.

In the field of applied artificial intelligence, the city has competences in solutions
for medicine and oil and gas sector. This is largely determined by the presence of large
customers (primarily Gazprom Neft). Despite the fact that Al developers and customers
are localized in St. Petersburg, data collection and practical application of created
models often takes place in other regions of Russia.

Most of the key researchers of Artificial Intelligence in St. Petersburg are
convinced: in order for the city to begin to form as an independent research center in the
field of artificial intelligence, a number of conditions must be met.

1. Creating a platform for cooperation between the city government, universities,
research centers and businesses in the form of the Center of Expertise in Al, which
will be able to implement practical projects on a federal scale.

2. Development and unification (in terms of best practices) of training areas in Artificial
Intelligence in universities. Although many universities have opened new training
programs in Al in recent years, there is still a problem of attracting and retraining
teachers, without which it is impossible to scale the training of specialists in these
areas.

3. Public positioning of St. Petersburg as a mega-regional hub in the field of artificial
intelligence, including by focusing on niche tasks for Al (primarily infrastructure), as
well as by creating new jobs.

Geography of the Russian Al and ML market in early 2019
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It is these mechanisms that will be developed during the implementation of the
program of the world-class scientific and educational center "Artificial Intelligence in
Industry" in St. Petersburg, involving into its orbit more and more organizations from all
over the country.
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Conclusion

In the unstable geopolitical situation an acceptable strategy for the
scientific sector of the Russian Al industry would be to increase and
support cooperation with neutral platforms and highly ranked journals,
develop an independent internal system of evaluation of Al research by
experts working in the industry, develop interaction between the country's
research teams, focus on tasks of public importance and super-tasks. It is
extremely important that investments in artificial intelligence in the coming
years have a sufficient volume and focus on technologies that provide a
breakthrough in manufacturing, scientific and design developments and
consumer services in Russia.

It is industry that is capable of becoming the main investor in the Al
industry in the Russian Federation after the government. The oil and gas
sector claims to be the most active industry interested in the
development of the Al technology market, along with metallurgy and the
chemical industry.

Due to the reduction of imports of hardware for artificial intelligence,
it is necessary to launch reengineering programs for hardware and
software. Al technologies open up new opportunities for
reengineering, speeding up and simplifying the process of reverse
engineering of devices.

St. Petersburg is one of the largest centers of development and
application of artificial intelligence in Russia due to the presence of
competitive technical universities, scientific organizations and companies
that improve Al technologies. In the interests of further development it is
necessary to create a platform for cooperation between the city
authorities, universities, research teams and businesses in the form of a
Center of Expertise in Artificial Intelligence, modernize and unify training
areas in the field of Al in universities, concentrate efforts on niche tasks
for Artificial Intelligence.
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